MEDICAL AND IOT DEVICE CYBERSECURITY SERVICE PROGRAM

Secure Your Network.
Safeguard Your Devices.
Protect Your Patients.

1oT and Medical Device Security

Agiliti has partnered with Asimily to offer a comprehensive cybersecurity service solution to secure the
devices you need to support patient care. The partnership combines Asimily’s vulnerability management, risk
monitoring and security operations expertise with onsite Clinical Engineering services and device expertise
from Agiliti.

Inventory

The Asimily platform conducts continuous, passive network scanning to discover all connected
devices in the environment (medical and non-medical) using a combination of Al and deep
parsing of protocols.

Risk Prioritization and Management

Asimily’s scalable managed security services can stand up a fully outsourced security
operations center at your facility. Asimily risk remediation experts monitor data, identify and
prioritize vulnerabilities and develop proactive, targeted risk management plans. The service
also monitors for anomalies and threats and sets any additional policies as needed.

Risk Remediation

The Agiliti team rapidly implements device-level remediation plans to address identified risks as
based on risk prioritization and management plans provided by Asimily or in-house IT teams.
Where appropriate, the Asimily Security team and Agiliti will provide the in-house security
teams with suggestions to implement network-level adjustments.
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@ MEDICAL AND IOT DEVICE SECURITY PROGRAM

Our integrated cybsercurity services combine the expertise and capabilities of Agiliti and Asimily to
effectively safeguard your equipment and mitigate cybersecurity threats. Our teams can design and
implement a program tailored to the needs, preferences and resources of your facility.

Asimily
« Automated discovery of inventory and its parameters on the network

* |dentify vulnerabilities, determine which are exploitable, prioritize them based on impact, MDS2, and other
factors, and provide mitigations where possible

* Discover security threats and anomalies, provide policy management capabilities, share mitigation
recommendations and packet capture capabilities to enable forensic analysis and ACLs/Firewall rules

e Provide utilization data for connected medical devices
« Enable governance by providing comprehensive data and visibility

Asimily Managed Services*
¢ Program management for implementation, integration and validation of the Asimily tool

e Prioritize risk by working with Agiliti and the HDO Security Team to confirm risks, assess exploitation
probability and determine the impact

«  Work with Agiliti and the HDO Security Team to develop risk mitigation plans
* Create policies using the Asimily policy management module

* A Healthcare Delivery Organization (HDO) may opt to handle these managed services with their internal resources.

Adgiliti @

* Close information gaps with physical inventory investigations

* Provide contextual guidance on the organizational impact Agiliti
of vulnerabilities Remediations

« Implement and enforce Asimily’s recommendations when
device-level remediation is required

* Validate remediation effectiveness and check for unintended
consequences

HDO Asimily

! security Platform :

¢ Manage onboarding, lifecycle cyber-maintenance and
disposition of medical devices

Contact your local Ag representative for more details or visit agilitihealth.com

About Agiliti

Agiliti is an essential service provider to the U.S. healthcare industry with solutions that help support a more efficient, safe and
sustainable healthcare delivery system. Agiliti serves more than 9,000 national, regional and local acute care and alternate site providers
across the U.S. For more than eight decades, Agiliti has delivered medical equipment management and service solutions that help
healthcare providers reduce costs, increase operating efficiencies and support optimal patient outcomes.

For more information, visit agilitihealth.com.
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